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1.SCENARIO
Carol was a U.S.-based glassmaker who sold her work at art festivals. She kept things simple by only
accepting cash and personal checks.
As business grew, Carol couldn't keep up with demand, and traveling to festivals became burdensome.
Carol opened a small boutique and hired Sam to run it while she worked in the studio. Sam was a natural
salesperson, and business doubled. Carol told Sam, “I don't know what you are doing, but keep doing it!"
But months later, the gift shop was in chaos. Carol realized that Sam needed help so she hired Jane, who
had business expertise and could handle the back-office tasks. Sam would continue to focus on sales.
Carol gave Jane a few weeks to get acquainted with the artisan craft business, and then scheduled a
meeting for the three of them to discuss Jane's first impressions.
At the meeting, Carol could not wait to hear Jane's thoughts, but she was unprepared for what Jane had
to say. “Carol, I know that he doesn't realize it, but some of Sam’s efforts to increase sales have put you in
a vulnerable position. You are not protecting customers’ personal information like you should.”
Sam said, “I am protecting our information. I keep it in the safe with our bank deposit. It's only a list of
customers’ names, addresses and phone numbers that I get from their checks before I deposit them. I
contact them when you finish a piece that I think they would like.
That's the only information I have! The only other thing I do is post photos and information about your
work on the photo sharing site that I use with family and friends. I provide my email address and people
send me their information if they want to see more of your work. Posting online really helps sales, Carol.
In fact, the only complaint I hear is about having to come into the shop to make a purchase.”
Carol replied, “Jane, that doesn’t sound so bad. Could you just fix things and help us to post even more
online?"
‘I can," said Jane. “But it's not quite that simple. I need to set up a new program to make sure that we
follow the best practices in data management. And I am concerned for our customers. They should be
able to manage how we use their personal information. We also should develop a social media strategy.”
Sam and Jane worked hard during the following year. One of the decisions they made was to contract
with an outside vendor to manage online sales. At the end of the year, Carol shared some exciting news.
“Sam and Jane, you have done such a great job that one of the biggest names in the glass business
wants to buy us out! And Jane, they want to talk to you about merging all of our customer and vendor
information with theirs beforehand."
What type of principles would be the best guide for Jane's ideas regarding a new data management
program?
A. Collection limitation principles.
B. Vendor management principles.
C. Incident preparedness principles.
D. Fair Information Practice Principles
Answer: D
Explanation:
Reference:
https://www.worldprivacyforum.org/2008/01/report-a-brief-introduction-to-fair-information-practices/
2.SCENARIO
Clean-Q is a company that offers house-hold and office cleaning services. The company receives
requests from consumers via their website and telephone, to book cleaning services. Based on the type
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and size of service, Clean-Q then contracts individuals that are registered on its resource database currently managed in-house by Clean-Q IT Support. Because of Clean-Q's business model, resources
are contracted as needed instead of permanently employed.
The table below indicates some of the personal information Clean-Q requires as part of its business
operations:

Clean-Q has an internal employee base of about 30 people. A recent privacy compliance exercise has
been conducted to align employee data management and human resource functions with applicable data
protection regulation. Therefore, the Clean-Q permanent employee base is not included as part of this
scenario.
With an increase in construction work and housing developments, Clean-Q has had an influx of requests
for cleaning services. The demand has overwhelmed Clean-Q's traditional supply and demand system
that has caused some overlapping bookings.
Ina business strategy session held by senior management recently, Clear-Q invited vendors to present
potential solutions to their current operational issues. These vendors included Application developers and
Cloud-Q’s solution providers, presenting their proposed solutions and platforms.
The Managing Director opted to initiate the process to integrate Clean-Q's operations with a cloud
solution (LeadOps) that will provide the following solution one single online platform: A web interface that
Clean-Q accesses for the purposes of resource and customer management. This would entail uploading
resource and customer information.
✑ A customer facing web interface that enables customers to register, manage and submit cleaning
service requests online.
✑ A resource facing web interface that enables resources to apply and manage their assigned jobs.
✑ An online payment facility for customers to pay for services.
If Clean-Q were to utilize LeadOps' services, what is a contract clause that may be included in the
agreement entered into with LeadOps?
A. A provision that holds LeadOps liable for a data breach involving Clean-Q's information.
B. A provision prescribing technical and organizational controls that LeadOps must implement.
C. A provision that requires LeadOps to notify Clean-Q of any suspected breaches of information that
involves customer or resource information managed on behalf of Clean-Q.
D. A provision that allows Clean-Q to conduct audits of LeadOps’ information processing and information
security environment, at LeadOps’ cost and at any time that Clean-Q
requires.
Answer: D
3.What is an Access Control List?
A. A list of steps necessary for an individual to access a resource.
B. A list that indicates the type of permission granted to each individual.
C. A list showing the resources that an individual has permission to access.
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D. A list of individuals who have had their access privileges to a resource revoked.
Answer: C
4.What is the main reason the Do Not Track (DNT) header is not acknowledged by more companies?
A. Most web browsers incorporate the DNT feature.
B. The financial penalties for violating DNT guidelines are too high.
C. There is a lack of consensus about what the DNT header should mean.
D. It has been difficult to solve the technological challenges surrounding DNT.
Answer: C
Explanation:
Reference: https://en.wikipedia.org/wiki/Do_Not_Track
5.SCENARIO
Kyle is a new security compliance manager who will be responsible for coordinating and
executing controls to ensure compliance with the company's information security policy and industry
standards. Kyle is also new to the company, where collaboration is a core value. On his first day of
new-hire orientation, Kyle's schedule included participating in meetings and observing work in the IT and
compliance departments.
Kyle spent the morning in the IT department, where the CIO welcomed him and explained that her
department was responsible for IT governance. The CIO and Kyle engaged in a conversation about the
importance of identifying meaningful IT governance metrics. Following their conversation, the CIO
introduced Kyle to Ted and Barney. Ted is implementing a plan to encrypt data at the transportation level
of the organization's wireless network. Kyle would need to get up to speed on the project and suggest
ways to monitor effectiveness once the implementation was complete. Barney explained that his
short-term goals are to establish rules governing where data can be placed and to minimize the use of
offline data storage.
Kyle spent the afternoon with Jill, a compliance specialist, and learned that she was exploring an initiative
for a compliance program to follow self-regulatory privacy principles. Thanks to a recent internship, Kyle
had some experience in this area and knew where Jill could find some support. Jill also shared results of
the company’s privacy risk assessment, noting that the secondary use of personal information was
considered a high risk.
By the end of the day, Kyle was very excited about his new job and his new company. In fact, he learned
about an open position for someone with strong qualifications and experience with access privileges,
project standards board approval processes, and application-level obligations, and couldn’t wait to
recommend his friend Ben who would be perfect for the job.
Which data practice is Barney most likely focused on improving?
A. Deletion
B. Inventory.
C. Retention.
D. Sharing
Answer: C
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